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Ate and eta pairing

Notation

v

Base field Fq with g = p™.
E elliptic curve defined over Fg.

v

v

Assume: exists subgroup E(IFq)[r] of large prime order r
with gcd(r,q) = 1.

Embedding degree: k, that is r|(gX — 1) and k minimal.
Let 74 Frobenius endomorphism (x, y) — (x9, y9) and

v

v

G1 = E[r]nKer(mg — [1]) G2 = E[r] N Ker(mq — [q])

v

Trace of Frobenius t: #E(Fq) =q+1 -1t
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Ate and eta pairing

Ate pairing on G2 x G+

» Let T=gmodr, Qe Gy and P € G4

» ate pairing: fr o(P) defines a bilinear pairing on G, x G+

> let N =gcd(TKk — 1,9k —1) and T — 1 = LN, with k the
embedding degree, then

t(Q. P)- = fr o(P)*@ /N
where ¢ = YK Th=1-ig/ = kgk~' mod r
» for r 1 L, the ate pairing is non-degenerate
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Ate and eta pairing

Ate pairing: proof sketch

» Step 1: prove that
t(Q, P)" = frx o(P)\ /N
by considering

t(Q,P) = fyg(P)H@ DN = f o(P)@ DN
k_
= fri_qo(P)@ DN

» Step 2: prove that (exercise)

. Tk71 Tk72
ka,Q = fT7Q fT,TO e fT7Tk71Q
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Ate and eta pairing

Ate pairing: proof sketch

» By definition of Gy and G, we have
VP e Gy :mg(P)=P and VQe Gy :mg(Q)=[q]Q

» So for Q € G, we have [T]Q = 714(Q), since g = T mod r
» Let ¢ € End(E) and assume that Ker(¢) = {O}, then

7/) . fdeg )

» Note that ¢) can be either automorphism or purely
inseperable.
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Ate and eta pairing

Ate pairing: proof sketch

» By definition: div(f, 4(p)) = n(x:(P)) — ([n](P)) — (n—1)(0)
» Explicit computation gives

Y (div(fap))) = deg(¥)[n(P)—([n]P)—(n—1)(0)] = div(f53™)

> FinaIIy, w*(diV( nap(P ))) = diV(fnﬂz,(P) o 1/))
» Apply this to 7r’ then

freic@ ° g =7 q
» Since mq(P) = P, we conclude that
fT[T']Q(P) TQ(P)

» Substituting in expression for fr« o(P) finishes proof
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Ate and eta pairing

Ate pairing on G2 x G+

» Advantage: T can be smaller than r, so shorter loop

» Disadvantage: first input point defined over big field F .,
but can use twists

» Same proof holds for all T = g’ mod r
» Recall that r | ®4(q), so r | &(T)
» So the smallest T is roughly of size

/(k)

» Bound is attained for some families of pairing friendly
curves, but not in general.
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Ate and eta pairing

Extreme ate

» Curves with t = —1 give shortest loop in Miller’s algorithm.

> Let E: y2 = x3 4+ 4 over Fp With p = 41761713112311845269, then
t=—-1,r=715827883, k =31 and D = —3.

» Let y — AM(Q)x — v(Q) with A = 3xq/(2yq) and
v = (—Xg + 8)/(2yq) be the tangent at Q.

» The function

(Q, P) — (yp — MQ)xp — v(Q))\@ /"

defines a non-degenerate pairing on Go x G+
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Ate and eta pairing

Ate pairing on G1 x Gop

» Main disadvantage of ate: first input point defined over F
» Why not obtain pairing on Gy x G»?

» Main ingredient needed: endomorphism ¢ with trivial
kernel such that

VP € Gy ’lb(P): [Q]P vVQ e Gy ’lb(o): Q
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Ate and eta pairing

Eta pairing

» Pairing on supersingular curves defined on Gy x G4
» Distortion map ¢ : G1 — Go
» Definition: let T = g mod r,
072 G x G — pur + (P,Q) = r(P.Q) = fr p(¢(Q@) @V
defines a bilinear pairing
» Proof is the same as for ate but using dual 74 of Frobenius
» If E supersingular then 74 is purely inseperable
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Ate and eta pairing

Twisted ate pairing

» Assume that E admits a twist E’ of degree d and set
m =gcd(k,d) and e = k/m
» Alternative representation of G, as

Ga = E[r] nKer([Em]mg — 1)

for a unique primitive m-th root of unity £,
> [{m]mg has trivial kernel and satisfies

VP € G1 : [Em]mg(P) = [T°]P YVQ € Gz : [€m]T5(Q) = Q
» Obtain twisted ate pairing on G1 x Go

fre (@@ /N
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Creating “new” pairings

» Given cyclic groups G1, G2, GT, a pairing e is completely
determined by (P, Q, z) with

e(P,Q)=z and Gy =(P), G»,=(Q)

» Any other non-degenerate bilinear pairing is a fixed power
of one given pairing

» Conclusion: on given prime order groups, all pairings can
be obtained as powers of Tate

» However: could be more efficient to compute than Tate
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Creating “new” pairings

» Let E be an elliptic curve over Fy and let r | #E(Fg), with
gcd(r,q) = 1 and embedding degree k.

» Let A = Cr be a multiple of r, then the following map
a, : E(IFqk)[r] X E(Fqk)/rE(Fqk)—V,Lr C sz :
(P,Q) — ax(P, Q) = f, p(Q)@ /T,

with f, p normalized, defines a bilinear pairing which is
non-degenerate if and only if gcd(r, C) = 1.
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Creating “new” pairings
» Take divisors of both sides, can verify formula

fabp = f2p - fo a0

» Can take f)\,P as f)\7p = fCr,P = fr?P . fc’[,]p
» Since [r]P = O, we have f¢ 1p = 1.
» Take C-th power of the reduced Tate pairing

t(P,Q)° = f, p(P)CW /" = a\(P, Q)

» Furthermore, since t, has order r and is non-degenerate,
we conclude that a, is non-degenerate if and only if
ged(r, C) = 1.
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Creating “new” pairings

» Alternative to obtain possibly simpler final exponentiation
» Let N = gcd(gX — 1,)) and C = A/N, then

(g"~1)/N
f)\ Q

defines a bilinear pairing which is non-degenerate if and
only if ged(r,C) = 1.

» For some N, the final exponentiation (g% — 1)/N has low
Hamming weight in base q
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Ate pairing on ordinary elliptic curves

» Optimal pairing: if pairing can be computed using

log, r/ (k) Miller iterations
» Does not imply that pairing has to be of the form fs o(P)
» For some families of elliptic curves, ate is already optimal

» Main idea: products and fractions of pairings are also
pairings

Frederik Vercauteren Realization of Fast Pairings Il



Ate pairing on ordinary elliptic curves

» Consider A = Cr = Y°I_, ¢i¢’, then fﬁ"é‘”” defines a
bilinear pairing
» Expand f, o and divide out ate pairings a

A[cy,....c] - Go x Gy — pr:

/ . I—1 o1 tq1a(P) (gk=1)/r
Q,P) 9 _(p). T[ L Qlaqlar”
(@9 (H) o) = Vs1a(P) )

with s; = Zj’-:,- quf defines bilinear pairing
> If /
Ckq“ ' # (9" —1)/r)-> icig" " mod r
i=0
then the pairing is non-degenerate
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If it looks too good to be true, ...

> r|®k(Qq), so could try A = ®,(q), then ¢; tiny and pairing
lc,,...,c] EXtremely efficient

» But: pairing will be degenerate!
» Could only consider \ of the form
e(k)-1

A= Cr= Z ¢id

j=1
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Automagical construction

» To find best multiples of r, find short vectors in the lattice
(spanned by the rows)

r 0 0 0

—q 1 0 0

[ — -g° 0 1 0
—qso'(k)*1 0 ... 0 f

» Volume of L is easily seen to be r , so by Minkowski
Vel with [|V|e <r/¢k

where || V|| = max; |Vvj|
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Automagical construction

» The shortest vector V in L satisfies

i ri/¢e(k)

0 2

o(K)
» |dea of proof: consider number field Q[¢x] = Q[x]/Pk(x)
» Primeideal: p = (r,&{k — Q)
» Short vectors in L give elements in p of small norm
» But norm of the ideal is r so
p(k)—1

r<[No( > vi&)| = [Res(V(x), Pk(x))|

i=0
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An example
» The family of BN-curves has k = 12 and is given by

p(x) = 36x* + 36x3 + 24x2 + 6x + 1
r(x) = 36x* +36x3 + 18x2 4 6x + 1

» The shortest vectors in the lattice L
Vi(x) =[x +1,x,x,—2x] Vo(x) =[2x,x +1,—x,x] .
» Short vectors with minimal number of coefficients of size x
W(x)=[6x+2,1,—1,1]
» The pairing g, ,... ) can be computed as

k1
(foxr2.a(P) - lay @ (P) - -0y 05,0, (P) - Iy -yt s poxr21a)' T "

where Q; = Q7 fori=1,2,3.



Questions?
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