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Abstract

With more and more data being stored on (untrusted) external servers,
concerns about this data falling into the wrong hands grows. Thus this
database needs to be secured, typically by encrypting it. However, this
means that a client will have to retrieve the entire database before being
able to do anything useful, such as asking a query. Thus a need arises for
a way to avoid this drawback and to be able to perform queries (mainly)
on the server.

Song, Wagner and Perrig described a mechanism for this in [1]. How-
ever, their method is unpractical for large databases, since each query re-
quires the server to search through the entire database linearly. In [2] we
extended their mechanism to XML documents, achieving a much higher
query effiency by avoiding this.

Using Shamir’s secret sharing scheme to design a new system [3], en-
abled us to keep a high query efficiency, as well as be able to handle more
complex queries (e.g. AND and OR expressions).
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